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FEDERAL BUREAU OF INVESTIGATION 

San Francisco, California 
October 14, 1968 


TECHNICAL SURVEILLANCE 
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further advised that he does not intend 
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COUNTER-MEASURES COMMITTEE 
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c? CC<L6 


?/? 


/ 


rscc 

//Av6l 



Xfg& 


bic 


\ 

I • *, 


1 


V 




l 




- Bureau (Ends,, ' 6 ) (RM) 
1 - San Francisco 
JTK/cab 

(3) ' •• • 




Q mc 4 

Buy TJ. 



2* 





tZL' 

• " * * \ 


/ 06 9^ 


4 e 


~ -4 h^***t> 

; Js 


« ✓ 


! /.\ 


. - • / « 

\ y 

\ '%A 

v -y \ 

* U ' ■ >\ 

v- \>y 

\ t v ‘ 

% y \ * 

•. r 


. 1 1 
f. 


• # 
„ / 


/ 




5010 - 108-02 


ings Bonds Regularly on the Payroll Savings Plan 









UNITED STATES DEP4RTMENT OF JUSTICE 
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TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) MATTERS/ 
LEGAL ATTACHE (LEGATS) OFFICES BERN, BONN, LONDON, 
•PARIS AND ROME/TRI P REPORT 


(U) 




PURPOSE: 


To- report. on the TSCM inspections of Legal Attache 
Offices Bern, Bonn, London, Paris "and Rome. 


(S) 

(S) 


(U) 


* 

SYNOPSIS : TSCM inspections were conducted of Legal Attache 

Offices Bern, Switzerland; Bonn, Germany; London, 
England; Paris, France and Rome, Italy. All TSCM inspections 
consisted of physical and electronic searches, radio frequency 
checks and physical and technical examinations of all telephones 
and telephone lines. No evidence of any eavesdropping was noted 


rai aiscrepam 

were 

the Paris 

adjoining building 



noted in Legat offices Paris and Rome. 

Leaat Office has a common wall with th< _ L 

| | cleaning personnel are unescorted ^ in 

the Legat Office space, and the office needs Venetian blinds 
and/or draperies. Rome analyst support employee should be 
advised that the telephone lines may be monitored by the host 
country and that sensitive subjects or personal comments 
criticizing local government personnel should be avoided. The 
Bonn and Rome Legat Offices should be provided with AT & T Merlin 
electronic telephone systems with the Key Service Unit installed 
in office space controlled by the respective Legat Office * 
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1 - 

1 - 

1 - 
1 - 


ET/ 


Mr. Clarke (Information only) 
Mr. Geer 

Liaison Unit 


Mr. Wells 



Attention: 
Mr. Monroe 
Attention: 
Mr. Bayse 
Mr. Evans 
Attention: 


Mr. Stoops 


Mr. Wade 


1 - 

1 - Mr. Johnson 
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Memorandum f rom | |to Mr. Bayse 

Re: TECHNICAL SURVEILLANCE /TRIP REPORT 


RECOMMENDATIONS : 1. That Operations Management Section, 

Telecommunications Unit, provide an AT & T 
Merlin system model 820, with seven PEC 9400 079 telephone 
sets and one model Z7305H02B telephone set for each Bonn and 
(U) - Rome Legat Offices * 


(U) 


2. That a threat assessment, both physical and 
technical, be conducted at the Paris and Rome Legat Offices by 
expert personnel in both disciplines in order that inadequacies 
mentioned be corrected at the ea rliest time possib 1 e . tSl 


3. That all cleaning personnel be escorted while in 
(U) the Paris Legat Of f ice- space* 


4. That Venetian blinds and/or draperies be installed 
(U) in the Paris Legat Office. 




5. That a closed circuit television be installed at 
the entrance to the Paris Legat Office . -£85 
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that have been approved by the Intelligence Community for use 
in sensitive areas. These telephone units have been given a 
special designation by AT & T as follows: - 


1. PEC 9400 - 078 

2. PEC 9400 - 079 

3. PEC 9400 - 080 


5 button 
10 button 
34 button 


(Has no lights on 
the last 20 buttons) 


However, it is recommended that one Merlin telephone 
model Z7305H02B, 34 button unit with lights on all buttons, be 
modified as the PEC 9400 - 080 and used in order that support 
personnel can determine when Agent personnel are on one of the 
telephone extensions or the outside telephone line. This 
telephone unit would have to be modified by AT & T in order to 
meet the technical security requirements . set by the Intelligence 

Com munity. Additiona l details on this can be obtained from 

* 


SSA 


»•••••«< 


I •••• •*** * 




b6 
b7C 


Referral/Direct 



London : No discrepancies or evidence of eavesdropping 

was noted during the TSCM inspection. — 


»»»*•••••••• 


Engineering Section personnel installed an 
Merlin 820 telephone system that had been provided by 
Telecommunications Unit. This system replaced rotary 
Western Electric 830 telephones*- 


AT & T 
the 

dia !^ 6 
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Paris: During the TSCM 
Office space several discrepancies 
follows -085 


inspection at the Paris 
were noted and they are 


Legat 



The Paris Lecat Office is located on 


b7E 


- 4 - 


-secret 

• * 


Memorandum from 
Re: TECHNICAL 



to Mr. Bayse 
!E . • ‘ ./TRIP REPORT 03^ 


bl 

b6 

b7C 



The office has an on-line KW7 

crypto system with a mechanical model 28 teletype. This teletype 
system is so loud when printing that it may be possible to pick 
up acoustical sounds from the adjoining building. (Office layout 

is enclosed) fesf 


2. The cleaning personnel (French nationals) have full 
access to all areas of the office space with the exception of the 
vault area. They are not escorted by either Legat Office or 
U. S.' Marine personnel * 


m 

3. The office space does not have draperies or 
Venetian blinds, therefore, most office space is exposed to full 
view from adjoining apartments and other offices. Although i i 
windows have awnings, most of these awnings do not work b7c 

• M Referral /Direct 
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4. The entrance to the Legat Office is controlled by a 
switch located on each desk, however, Legat Office personnel do 
not have means of knowing the identity of any person wanting 
access to the office space. Although this may be true of most 
other Legat Offices, the Paris Legat Office is located outside of 
the U.S. Embassy and it should have a closed circuit television 

so that office personnel can observe people wanting access to the 

• — (fi} 



• •• *«••• 


Rome : During the TSCM inspection of the Rome Legat 

Off ice space; the following discrepancies were noted: 

1. The Key Service Unit for the multi-line telephones 
used in the Legat Office was located outside of the office. 



3. While conducting the TSCM inspection, SSA| 
overheard the Legat Office support analyst employee in reiepaunru 
conversation with Ouantico personnel discussing a case which was 
investigated ! | During the conversation, the 

support employee madp npoat-.ivs rem arks about the wav the 

investigation was conducted by the! | SSA| 


b6 

b7C 

b7D 


• • ••••••••« 


advised the support employee that such remarks should not oe made 
of host country personnel as the telephone calls may he monitored 
His resp onse was very negative and stated that they | 

had to "be put in their place for their ineptnes s . 


i • . ■ • • » ■ 


In addition, the same support employee brought to 
the Legat Office a set of small Russian wooden dolls that were 
given to him by a Soviet "friend." These dolls were checked 
for electroni c devices and the check was negative. Since 
SSA l | does not know the relationship between the support 

employee and his "Russian friend" from the Russian Embassy or 
Mission in Rome, the support employee was advised that caution 
should be taken with gifts from his friend, especially if the 
gifts are brought to the Legat Office * 
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Above information was br ought to the 


attention of 
this time the 
Attache was 


(U) 




Assistant Legat | ] si ^ c ® du T r in ^ 

Legat Office was under inspection and the Legal 

out of town with the Inspector. -- > 85 , 

In view of the limited office space in the 

U. S. Embassy, Rome, and the possibility that ® 

being made to relocate the Legat Office, no tion Q f 

being made at this time and is being left to the aiscr< etio 

the intelligence Division. If Recommendation . Nu ™ b ^ ^ hnical 
approved, selected personnel to make the physical and technical 
threat assessments will make the necessary recommendations. 



(U) 


• • 

Tt should be noted that several complaints were 

voiced by most Legat personnel concerning the tele. 

lack of any word processing equipment J™ 3 their 

telephone systems. They were advised express their 

concerns to the Technical Services Division, Operation 
Manaqement Section. 08$ 
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